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1.    INTRODUCTION

Ihe Oi~qce of Departmental Admim’st~ation (DA) Of 6ee of Saccaity Seivices (OSS) tkntectlve

Operations Division (POD) is within the US Depmtment of Agficulttae (USDA), 12qis Privacy

Impact Assessment evaluates privacy information residing on the Physical Seemity Access

Control System (PSACS)

Ihe DA!OSS is zesponsible for providing physical, personal, and document secmity services

"[hese POD services are provided in the USDA Sonth Buitding/~Vbitten complex and at leased

buildings in the National Capital Region (NCR).

Ihe PSACS supports access of USDA employees and contractors to the USDA facilities in the

National Capital Region (NCR) The system possesses identification (ID) and access contmt

information. These will be addressed sepatately in this assessment PSACS manages and

maintains employee and contractor badge control system information and monitoIs access to the

various USDA sites and offices within the NCR. PSACS is composed of’two (2) servers iuuning

MDI soflwate; eight (8) desktops; two (2) laptops, two (2) badging stations, Cisco mute~s in the

USDA South building and four (4) other buildings, an internal private network in the USDA

’-~ ............--_ Souffirggtdtten: ~6tnplex               to various card ~eaders; and dedicated ~tegnated Sez~vices Digital

Network (ISDN) lines to the other 4 buildings.

One se~ve~ is the pfimaty se~vat and the Other the secondary server 1-he information is minored

fi’om the primary to the secondaty server Both servers ~eside in the same compute~ morn If the

pfimmy server goes down, the secondat7 server automatically takes oveL Back up data is stored

off-site

REQI.,qREMENTS FOR ASSESSMENT

~his assessment is for’ the PSACS that maintains the admirfi~ative and secmit)"

systems, to include badge issuance and control; and facility access control The

assessment of the PSACS will ensm’e the following privacy secm~ty requhements fo~

protecting the system ate implemented:

, P~vacy Act of 1974 (5 USC 552a)
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, Freedom of’InfoImation Act, as amended (5 USC 552)
¯ Computer Seemity Act of 1987 (Public Law 100-235)
÷ Computer’ Matching & Privacy Protection Act (Public Law 100-503)

¯ OMB Cirenla~ A-130

¯ E-Government Act of 2002

, FedemlInfozmafionSecusityManagementActUSDA3515-OO2, Pfivacy
Requhements

BACKGROUND

A PIA was conducted on the PSACS based on the requirements stated above, All

l~ivacy concerns were considered and identified by analyzing system requirements

and making decisions about the data usage and system design

The ID and access control portions of PSACS were identified as paz~ of the DA

Protection Operations System (POS) applications as described in the "DA POS

Application System Secmlty Plan (SSP), dated April 2006, with Certification and

Accreditation completed in 2004 Due to a recent Neath of secmity and to minimize

any continuing t~eat as well as to enhance the secuaity of the information on the

system, the ID and access portions of the POS appOcation were *emoved and
~econfiguted to become a stand-alon~system (an e~ti~y within itself) now known as

PSACS, It is important to note that one feature that was removed immediately fiom

the system was the use of social sacufity numbers as an identifying t~cto~

The PSACS was evaluated for privacy data conta’med in the ID and access
infoImation that is collected fiom the customers (USDA employees and contractors)

fo~ physical access This assessment not only included information inputted in the

PSACS, but also the method used for obtaiNng that information and where such

information is maintained pfio~ to implementation on the PSACS, as well as

sto~ edddestro yed afterwaads.

It is vital to recognize that this PLA is not a "one-time" p~ocedme, A PIA should be

done at various times fi’om planning ttuough implementation, and should become pa~t
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of ongoing system upgrades, maintenance schedules and any othez modification that

affects the PIA in its cmrent state and/or affects the secmity posture ot the system.

DATA IN THE SYSTEM

The data in the DA/OSSiPOD PSACS was evaluated to detezmine the collection, use, and

dJsclosme Ihe following document addresses the PSACS Privacy Impact as required

1. GeneialN describe the information to be used in the system:

The infoimation contained on the PSACS is used foz USDA employee and cont~acto~ access to

the facility Ihe system holds Identification (ID) info, mafion and access infoimation. Ihe

infmmation inputted and contained within the PSACS includes:

, Name

, Agency (Name of Company ifCont~actoi)

, Employee Status (Permanent, Iempota~y, Rethed, o~ Contiactot)

¯ Building Location (City, State)

, ’ Clemanee Status (General Status) .... ::~-~ .~,

, Facility Access P~ivileges

, Work Telephone (Phone Nttmbe~, Room Numbe~ and Badge Numbe0
¯ Pietm’es

÷ Fingerprints (o,~y for those individuals using Biometrics)

¯ Signatmes

"Ihe system has othe~ available fields, which are not being used at this time Ihose fields

available me identified in the next section, 2a

2a. What am the sources of the infmmation in the system?

"!he sotnces of’ the inIbzmation in the system include USDA pezsonnel and contractors with

physical access to the USDA buildings (Headquaxters Complex, the George Washhagton Catve~
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Center, and at selected leased headqumtels buildings in the NCR). All per’sonnel requiting

access to the USDA facilities must complete the "Request fol USDA Identification (ID) Badge"

Folm AD-1197, OMB Control #0505-00221 The form is compliant with information requ.hed

fm Homeland Security Presidential Dkective-12 (HSPD-12), and thus collects infozmation not

stored in PSACS. Personal kffozmation that is documented in the from includes, but is nm

limited to, the following section Ihose identified with an asterisks mean those fields are not

available in the system.

÷ Name

¯ Compliant 1D Badge (Federal Employee, P~ess Co~p, Law Enforcement, Contractor, etc )

¯ Nan-Compliant ID Badge (Site, ]~empo~my, Reth~e)

¯ BI Application Completion*

¯ Expimtian Date

Work Phone

Social Security Number*

Position*

Bhth Date*

O~ganizatian

Wink Address (Bui/dil3g location)

E-mail*

Identity Source Documents (eg, Personal Identifying Federal or State governed

identification)*

Access Requirements

FBI Fingerprint Check/NAC resuits (’~yes" or "no" field only)*

Some of the infozmation contained in this fo~m is used for input into the PSACS, but not al/the

information is placed into the system Ihe information fi’om the foim that is contained in the

system is stated above, #1

~ It is the responsibility of USDA DA/OSS to maintain and update this PIA in the event any changes to the
form that affect the OMB reference or agency assigned ferm number
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Ihe l~o~m AD- 1197 in its hard copy fozm is zetained and maintained in a locked, GSA f~e-proof

safe in an access iest~icted room Ihe~e ale three (3) USDA authorized personnel with access to

this safe Additionally, information is also retained with this from such as the person’s proof of

identit3’ photocopy (i e., passport, diiver’s license o~ other federal/state issued identification)

2b. What files and databases ale used?

SQL databases ate used to ~etain and retiieve badge infozmation The Form AD-1197 is used

and stored in a GSA ~ated fu’eploof safe within a strictly controlled access area, containing

motion detection dining non-wolking houzs. All tb~ms that need to be destroyed me eithal

binned ot sinedded in accordance with NIST 800-80Timing for the destruction is in

accordance with the USDA RecoMs Management Program

2c. What Federal A~encies me providing data fo~ use in the system?

Personnel requiring access and 1Ds must p~ovide US identification somces, such as passports,

Sociol Security cards, diivei’s licenses, etc. Such photocopies of this information ate ietalned

with the AD-1197 form, as noted above.

Ihere is no electronic interact’ion with other fede~a! agencies outside of USDA since the PSACS

is a stand-alone system in its cm~ent corfrgtaation

2d. What State and Local ARencies me providing data fo~ use in the system?

Personnel teqtfifing access and IDs must provide US identification sotaces, such as passports,

Social Sectu~ calds, diiver’s licenses, etc Photocopies oI this information at’e retained with the

AD-1197 folm

There is no electz’onic inteiaction with other federal agencies outside of USDA since the PSACS

is a stand-alone system in its cmrent configtuation
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2e. l~zom wtaat othe~ thfid patty somces will data be collected?

Not Applicable None collected.

2~: What information wi!! be collected from the customer?

All information collected is identified in section 2, nttmbat 2a.

3a. How will data collected fi’om somces othe~ than USDA ~eco~ds be verified fo~ accuracy?

Not Applicable, as data is not collected fiom other sources, except as piovided by the customer.

3b. How will data be checked for completeness.’?

All fo~ms me evaluated and accepted by high level USDA managers p6o~ to entry into the

PSACS
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2. ACCESS TO THE DATA

1. Who will have access to the data in the system (Users. Managers, System Administrators,

Developers,

USDA personnel with access to the PSACS include a tota! of’ seven (7) DA/OSS/POD staff

members, al! with access only to that data which they need to complete their jobs Two

individuals a~e ~esponsible fo~ input of infozmation into the system (the sectnity officer and the

secmity assistant). The other five (5) include the system managezs, developers and

administrators Each level of" access is defined by use~ level, technician suppozt level, and

system administration levels

Ihe hm;d copy infolmation on Fo~m AD-1197 has controlled access once placed into the safe, as

described previously Only three (3) DA/OSSiPOD personnel have access to this safe

2. How is access to the data by a use~ determined? Are c~ite~ia, procedmes, controls, and

responsibilities legmding access documented?

Only authorized peisonnel ate allowed into the system with access ~estticted based upon theh job

function, Ihele m’e no USDA employees outside of the DA/OSS/POD with access to the

PSACS Access foI those who ate antholized is detelmined by the Chief of the -l~echnlcal

Secusity B~anch Ciitelia for access a~e based on need to know and access levels are determined

by thei~ job functions=

3. Wilt users have access to all the data on the system or will the user’s access be res~icted?

Data access is restricted by access level controls and is determined by the Chief; Technical

Secmity Branch Read and write capabilities a~e also restricted to level access See #2 above
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4. What controls are in place to t:uevent the misuse (e.~., browsing) of data by those having

access?

Personnel with access to the system can only- have the option to view the fields that are assigned

to them and necessary to complete theiz iob.

5a. Do other systems shaze data or have access to data in this system? Ifyes, explain.

No the PSACS is a stand-alone system with no access to the USDA network or to other’

systems

5b. Who will be responsible for protecting the privacy fights of the employees affected by the

interface?

Not Applicable, as no interface exists.

6a. Will other agencies share data or have access to dam in this s s~Intemafional, Federal.

State, Local, Other)?

No other outside Federal agencies share, o~ have access, to the data contained in the PSACS.

Othe~ internal USDA agencies have dfl.ect access to the system via dedicated IDSN tines These

include NASS, WAOB, NIIC, OIG and Forest Service These additional USDA agencies me

restricted to their individual agency information.

6b. How will the data be used by the agencv~

Ihe data in the system will be used to allow USDA personnel (Federal and ConlaactoI) access to

approved areas as designated by theiz management and clearance access levels, as defined in
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Fozm AD-1197. I he data wi!l be used to identify physical access of USDA employees2 and foI

photographic identification, The data will not be used lot othei identification pulposes,

6c. Who will be iesponsible foI assming pioper use of’the data?

]-he DA/OSSi’POD is iesponsible foi’ ensusing that the data is used fo~ identification and access

to the USDA buildhags and no other proposes

See Section 2, 1 for definition of USDA employees for the purpose of this PIA
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3. ATTRIBUTES OF THE DATA

1. Is the use ofthe data both ze]evant omd necessaz¥ to the puzpose fol which the system.is being

Yes. Only Ielevant data in placed into the system

2a. Will the system derive ne~v data o~ ct’eate p~eviousl¥ unavailable data about an individual

thlough aggregation fi’orn the information collected?

No The~e is no information in the system that could be aggzegated

2b. Will the new data be placed in the individuals

Not Applicable, as no new data is derived

2c. Can the system make determinations about vendols or employees that ~vould not be possible

without the n~w data?

Not Applicable, as no new data is darived.

2d. How will the new data be verified fo~ ~elevance and accuxac rV?

Not Applicable, as no new data is derived.

3a. It the data is bein~ consolidated, what controls me in place to protect the data flora

unauthorized access o~ use?

Ihe data is ze~icted by logical access to any outside resources, and is contained within a

secured az’ea as depicted in the System Secmity Plan (SSP), dated Novembez 2006
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3b. Ii the processes are being consolidated, ate the proper controls remaining in p!ace to 13mtect

the data and prevent unauthorized access?

Not Applicable, as no processes oi data are consolidated

4a. How will the data be tetiieved? Can it be retrieved by peisonal idenfifieI?

Data can be retrieved by a personal identhqer (name), or by any of the fields contained in the

PSACS

4b, What me the potential effects on the due process fig.jars of employees ot~ consolidation and

linkaze of files and systems: delivation of data: accelelated infolmation processing and decision

making; use ofnew technologies?

There would be no impact on the employees’ due process of Iights

4c, How are the effects to be mitigated?

Not Applicable, as no effects exist
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4. MAINTENANCE OF ADMINISTRATIVE CONTROLS

1. Explain how the system and its use will ensme equitable t~eatment of employees.

The only use of the system is fol identification and access roles

2a~ If the system is opelated in mote than one site, how will consistent use of the SYstem and data
be maintained in all sites?

Ihe system is opeiated solely in one environment, at the USDA South Building

2b. Explain any possibility of dispazate t~eatment of individuals oz ~’oups?

Not Applicable, as the only use ofthe system is for identification and access roles.

2c. WSat aze the retention periods of data in this system?

~he pel.i0d 0f ~tenfion fo, ~e elec’~onJc files in the system is ti~,,e (5))ea~S At ttiat time, :

information is updated.. In the event pezsormel leave, the information is held for one (1) year in

accordance with NARA.

I/~e hard copy forms are maintained for a period of’ two (2) yea~s after termination of’

employment

2d. What are the ptoceduzes tbr eliminating the data at the end ot the retention? Where m’e the

procedures documented?

All assets will be disposed of’in accordance with USDA polinies and NIST 800-88 All data

(electronic and hazd copy) will be pinged and ceztified clean piiot to and after’ disposal.
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2e. While the data is ~etained in the system, what are the ~equiJements for’ determinin~ i~ the

data is still sufficiently accmate, relevant, timely, and complete to ensure Ihimess in makin~

determinations?

Not applicable as it is outside of the scope of the PSACS, and remains the responsibility of the

USDA Human Resources department

3a. Is the system usia~ teclmologies in ways that the USDA has not previously employed?

No

3b. How does the use of this technologi� affect employee privacy2

Not Appficable

4a. Will this system provide the capability to identify, locate, and monlto~ individuals?

Yes. It will monito~ those authorized using access cards into restricted rheas

4b. Will this system provide the capability to identi~, locate, and monlto~ groups of people?

Not Applicable

4c. What controls will be used to p~event unauthorized monitoring?

Monitoring is conducted only by authorized pexsonnel and is controlled in a restiicted access

area. Any reports that can be gathered to identify personnel mohito~]ng is strictly cont~olled by

the Cbdef; l’echrfical Security Branch and by physical access.
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5a. Under which Systems of’ Record notice (SOR) does the swstem operate? Provide numbe~

and name.

Ihe System of Records Notices applicable to this system ate Genezal Personnel Records,

OPM/Govt- 1, and Personnel and Payroll System for USDA Employees, OP-1

5b. lithe system is being modified, will the SOR require amendment oi ~’evision?

The system is scheduled to be replaced in 2009 l’he existing SOR is being reviewed for

amendment or" revision for the new system
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PRIVACY IMPACT ASSESSMENT AUTHORIZATION

MEMORANDUM

I have carefully assessed the Privacy Impact Assessment for the

Physical Secudty Access Control System

(System Name)

This document has been completed in accordance with the requirements of the
EGovernment Act of 2002.

We fully accept the changes as needed improvements and authorize initiation of work to
proceed.. Based on our authority and judgment, the continued operation of this system is
authorized

OR Project Representative
OR Program/Office Head.

Date

/Agency’s~l~ief FOIA offi~r
OR Sed~or O~cial for Privacy
OR Designated privacy person

,2-~~
Date

Date
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